


Advantages of Using WSUS  
•  It allows an internal server within a private intranet to act as a virtual 

Windows Update server.  
• Administrators have selective control over what updates are posted and 

deployed from the public Windows Update site. No updates are deployed to 
     client computers unless an administrator first approves them. 
•  Administrators can control the synchronization of updates from the public 

Windows Update site to the WSUS server either manually or automatically 
•  Administrators can configure Automatic Updates on client computers to 

access the local WSUS server as opposed to the public Windows Update site. 
•  WSUS checks each update to verify that Microsoft has digitally signed it. Any 

updates that are not digitally signed are discarded. 
•  Administrators can selectively specify whether clients can access updated 

files from the intranet or from Microsoft’s public Windows Update site, 
which is used to support remote clients.  

• Administrators can deploy updates to clients in multiple languages. 
•  Administrators can configure a WSUS statistics server to log update access, 

which allows them to track which clients have installed updates. The WSUS 
server and the WSUS statistics server can coexist on the same computer.  

• Administrators can manage WSUS servers remotely using HTTP or HTTPS if 
their web browser is Internet Explorer 6.0 or newer. 
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In the scenario above each client would have to connect directly to the Microsoft update 
Server to query if they were any updates available.  If updates were available the Microsoft  
Server had to download those updates to the individual machine. 

If each client had do this imaging 
How much bandwidth would be 
used up. 



WSUS now has the ability to  
Have all the clients communicate with 
the WSUS Server for its updates.  WSUS will go to the Microsoft update site for all its 
updates and the updates will be downloaded to the WSUS Server.    All the clients will 
now communicate with the WSUS  Server for  updates. 



Each of them operate independently.  Each one 
will go to the Microsoft Update Server for 
updates.  There is no replication or 
synchronization of any kind between the Servers. 
Therefore you will need two administrator, one 
for each WSUS Server 





This mode is exactly the same as the autonomous mode with one exception.  Approvals are not 
done by the second WSUS server as in the Autonomous mode but are replicated over.  So you  
really need only one Administrator. 
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WSUS Server Requirements  
To act as a WSUS server, the server must meet the following requirements 
•  It must be running Windows 2000 Server with Service Pack 4 or newer, 

Windows Server 2003 SP1 or greater, Windows Vista, Windows 7, Windows 8, 
Windows Server 2008, Windows Server 2008 R2, or Windows Server 2012. 

•  It must have all of the most current security patches applied. 
•  It must be running Internet Information Services (IIS) 6.0 or greater. 
•  It must be connected to the network. 
•  It must have an NTFS partition with 100 MB free disk space to install the 

WSUS server software, and it must have 6 GB of free space to store all the 
update files. 

•  It must use BITS version 2.0. 
•  It must use Microsoft Management Console 3.0. 
•  It must use Microsoft Report Viewer Redistributable 2008. 
 If your WSUS server meets the following system requirements, it can support up 
to 15,000 WSUS clients: Pentium III 700 MHz processor 512 MB of RAM 

 























The main server will synchronize from Microsoft update server, but 
when we are configuring the downstream server we will use the second 
option.  The name of the server will then be this server. 

















1. Use SSL 
because wsus is 
be in done on a 
web page 

2. Create 
computer groups 

3. Assign 
computers to 
groups 

4. Set up rules 
For auto approval 





The Unassigned computer group will hold all computers 
pointing to The WSUS server for updates that do not 
belong to a computer group. 
 
To create a computer group: 
1. Right click on All computers 
2. Click on Add computer group 
3. Specify a name for the computer group 
4. (computer groups allow us the ability to approve 

different updates for different computer within our 
organization) 

There are two ways to decide how a computer will get updates. 
One way is called Server-side targeting and the second way 
Is called Client-side targeting.  You can select the any of the 
Two ways through options 



Client side targeting 

Server side targeting . 
Assign computers to      
Groups manually 

Client side targeting.  Assign computers 
to groups using group policy 

Regardless of the method used to assign client computers to groups, you must first 
create the groups using the WSUS console. 



Client side targeting – Group policy settings 
 
Computer Configuration:  Policies:   Administrative Templates:    Windows Component: 
Windows Update 

eNABLEcLIENT Side targeting Enable Client Side targeting 

As computers reboot they 
would become a part of 
this computer group 



How to have the clients use  WSUS for updates 



HOW TO CONFIGURE UPDATES 

Every day at 3:00 a.m. I want these computers to download any updates that are available and 
Install them.  



A few more Settings that are fairly common  57.09 

If a user is logged on the update will not do a reboot because the user might be in the 
middle of something and you don’t want to kill that.   



If some postponed the reboot, how long 
Do we want to wait to prompt them again  
to say you still need to reboot 



Set the amount of minutes  
before the scheduled restart begins  
to allow the user to complete  something 
he may be working on before the reboot begins. 

This has to do with how long automatic updates are goingt o wait following a system startup. 
In other words if the system was off, when the user comes turns on the computer in 
the morning lots of updates will attempt to come down and you may not want that to  
occur the minute they turn on the computer so you may want to set the setting to wait 
maybe 30 minutes. That way the updates do not occur immediately when the computer 
Is turned on. 



HOW TO APPROVE UPDATES 





UPDATES 





APPROVE UPDATES MANUALLY 

You can right click on one of the updates and select Approve or you can shift select  
All of the computers and select Approve 
a specific group and select Approved for Install. 




